sis-201 
Instrumented protective systems (IPS)
Session 3: Design of IPS
participant guide
Objectives:
After this session you will be able to:
· Explain the Detail Design process. 
· Name the key deliverables in the Detailed Design process and explain their purpose.
· List requirements for proper SIL verification calculations.
· Explain the purpose of conducting security analysis.
· Describe the requirements and process for security risk analysis. 
· List the procedure steps for development of Application Software Requirements specification, and name the source material to be leveraged for its creation. 
· List the rationale and requirements for the FAT procedure, stages 1, 2, and 3. 
· Apply standards of FAT procedures to solve engineering problems in practical context.
· Describe the rationale, procedures, and deliverables involved in Full Functional Testing.

Key Points
This chapter is a continuation of Section 2 concepts, bridged to the Engineering and Install/Test (Phase 4) areas of the Safety Lifecycle.
The activities discussed are found in the Sub-Phase column of the life cycle flow chart in 6025.


definitions
Refer to the glossary addendum at the end of this guide for definitions of key terms. 
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Detailed design activities
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	KEY POINTS
Update SRS and Plan. 
	

	

	

	

	

	

	

	









security analysis
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	key points

Make sure IPS is physically and cyber secure.
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application program development and fat procedure
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	key points
Should have a plan and specification. 
	

	

	

	

	

	

	

	




	[image: ]
	
	

	

	

	

	

	

	

	




	[image: ]
	key points
What to test against, is the answer key to know if passed.
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Design of IPS

«+ Detailed Design Activities
« Installation and Testing Activities




image5.jpeg
Session 2 Content Review

In Session 2, we discussed:
« Execution Expectations
* Pre-Feed Activities
—Basis of Design
- Project Functional Safety Plan
« FEED Activities
— Design Development
—H&RA
—Exercise #2- Overpressure
Protection
- IPF Rationalization and Reliability
Analysis
- Design Development Completion
—Exercise #3- IPF Rationalization
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Session 2 Homework Forum:
Discussion

Exercise #3 (IPF Rationalization) was assigned at the end of Session 2:

Stacked SIF scenario
Part of same P&ID as HIPS
— Gas blow by where existing trip is
credited as SIL-1 and risk study
nominates ALM-1
—HINT (look at the standard)
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Selectionand Design of IPS
Detailed Design Activities
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Detail Design

Objective: For conceptual Design requirements refer to section 7.0/8.0 of ICM-
DU-6025 and ICM-DU-6036. This activity takes place continuously during Phase
4 and includes detail data from package equipmentand final details of the SIS
and F&GS.

Deliverables: Completed design documents. List of documents is listed in
section 7.11 of ICM-DU-6025 and section 7.12 of ICM-DU-6036.

—Detailed Design SIL Verification Calculation Report
— SIS Logic Solver Hardware Specification

— Operation and Maintenance Handover Plan
—Detailed SRS update

—Updated PFSP
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Terminology Review #1

What is an SIL Calculation?
Use the “chat area” to input your answers.
mutelunmute

sef

aska question

chat area
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Detail Design

+ Detailed Design SIL Verification Calculations and Report

—SIL calculations and spurious trip calculations shall be performed using an
Owner-accepted software tool such as exSiLentia™ by exida

—These calculations shall include details that consider the process application,
project specific equipment selection and testing expectations

—The calculations shall undergo a verification to ensure that the quality and that
the design meets the requirements for the following (but not limited to)
+ Spurious trip rates
+ Appropriate equipment selection
+ Acceptable Testing frequencies
« Equipmentvoting representation

—The final report shall be issued with clear indication of appropriate review and
approval in alignment with the defined Roles and Responsibilities for the
project
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Detail Design

+ Logic Solver Specification

— A Specification document shall be developed during detail design that clearly
details the SIS logic solver requirements, updated from the philosophy
documents developed during FEED

—The content of the specification shall consider vendor-specific details to ensure
that upon project completion/handover the system can be maintained to the
same level of rigor that was deployed during the project phase

—The content should leverage the Automation Toolkit and CES guidance as well
as vendor-developed documents




image14.jpeg
Detail Design

+ Operation and Maintenance Handover Plan
—Plans to have all documentation reviewed and accepted by facility Operations
and Maintenance representatives prior to handover shall be developed early
enough in the Engineering phase to ensure that each set of key deliverables
can be transitioned effectively.

—ICM-DU/DC-6025C provides great guidance on documents to be included

— Documentation shall be developed to address BU-specific requirements such
as format, depository systems, etc.

—Handover should include training requirements for personnel involved in the
operation, maintenance, and technical support or modification activities of the
SIS through the Installation & Testing Phase and ongoing Operations and
Maintenance Phase
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Terminology Review #2

Define the following terms:
a. Logic Solver Specification

b. SRS
c. FSP

Use the "chat area” to input your answers.

aska question

chat area
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Plece your name flag (> ugasas |- ) in the box

Then use the text ool ( 7 ) to type your answer.

Logic Soker Speciicaton SRS Fsp
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Detail Design

Detailed SRS and Functional Safety Plan Updates
- Safety Requirement Specification Details

—In recognition of the outcome of the Detail Design (Engineering activities), the
Safety Requirement Specification data shall be updated, including the
development of function data sheets, to account for the engineering details

—This update should leverage company tools and focus on key PSI information
+ Functional Safety Plan Updates

—The Functional safety plan for a project should be viewed as an evergreen
document

—As key details and deliverables for each Engineering design are finalized, the
plan should be updated to reflect that
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Security Analysis

- Objective: The objectives of the requirements for security analysis are to
determine the security vulnerabilities of the SIS

+ Deliverables: Security vulnerabilities study report
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Security Analysis

—A security risk assessment shall be carried out to identify the security
vulnerabilities of the IPS following process control network (PCN) security
analysis and the Owner’s security of personnel and assets policy.

— Security analysis includes not only cyber security analysis, but also physical
security analysis. This includes restricting access to the safety systems from
the public and monitoring of intrusions.
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Security Analysis Comprehension Activity
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Application Program Development

« Objective: Ensure that software and programming method are appropriate for
safety applications and complies with the Basis of Design and the SRS.

« Deliverables: Logic configuration pre-FAT (Application program)
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Application Program Development

« Each project shall develop an Application Software Requirement specification
detailing the rules and methods that guide the software development
—This specification will be used to define details such as configuration details
and use of function blocks
— Automation teams are expected to follow these details as part of the software
execution

SIS/FGS application shall address all relevant modes of operation of the
process as specified in the safety requirement specification (SRS)

SIS application shall enable periodic testing of SIFs and related SIF elements.

Itis expected that the completed software application development leverage
company lessons learned and existing guidance
—Tools like the Automation Toolkit and CES shall be leveraged
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Factory Acceptance Test (FAT)
Procedure Development

« Objective: The objective of a factory acceptance test (FAT) is to test the logic
solver and associated software and hardware together to ensure it satisfies the
requirements defined in the safety requirement specification and the basis of
design.

—NOTE The factory acceptance test is sometimes referred to as an integration
test and can be part of the validation

* Deliverables: FAT Procedure

« FAT procedures should include relevant details of both the Application Software
Design specification and the Safety Requirement Specification

« Approvals of the procedure should include the appropriate verification
component
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Breakout Activity

Problem Statement: Placeholder for Procedure Template
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(PLACEHOLDER) Review Questions: lacohokder for

CauselEffect
. What was your solution? Image
2. What problems did you encounter
when planning the solution?
3. What resources did you use to
solve those problems?
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Instructions:
Access ETL Online Digital Platform
etlonline.X.com

Download resources:
IPS CES Definitions

MAC Toolkit PFSP Template
ICM 6025 SLC

ICM 6187 SLC

Access Participant Guide and have it on
hand for this session.





